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Overview

* Swift Staffing

* Opensource Programs

* Asterisk — Digium

* Traditional (POTS) vs VOIP

* Hosted, Commercial or Your Box



Planning

* Determine What Features are Important
* System Design

* Connectivity

* Digital Phones

* Router Capabillities

* VOIP Provider



Security

VOIP Systems Compromised
Iptables

Hardware Firewalls

Fail2ban

Passwords

Updates

Logs

VPN

* Webmin



I PBX In A Flash Install

* Download iso (pbxinaflash.net/downloads)
I * Vmware appliance
* Extract iso and install
* CentOS 5.x based with webmin, asterisk and
scripts
* Update-scripts and change default passwords
* Assign static ip
* Access IP address
* Port forward UDP 5004-5082, 10000-
20000,4569, 2727
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i a flash

AsteriskI1AX Alert

New Astarisk scurfy

alert. Date: 9-3-2009

PIAF Security UPDT

F ollow this link for
security update info.
Date: 8-22-2009

Security Alert!
Secure al of your
extension passwards!

PBXin a Flash RSS
Welcome to the latest
PBX in aFlash with

Cent0S 5.2, FreePBX
25, and your choice of

Asterisk 1.4 or1.6.
Stay current. Run
update-scripts and
Update-fixes weskiy!

New User Interface!
O enarial thanke n

—

PBX In A Flash

MO

Ll

PBX

INAFLASH

For assistance, contact your friendly Help Desk (x123)
orvisit us onthe web: http: fipbxinaflash.comforum/

PBX Opening Panel
Admin Access
Flash Panel
Conferencing
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uer\J\—/ Admin  Reports = Panel  Recordings

FreePBX2.5.2.20n 70.90.89.45

Setup Tools

Module Admin

Asterisk Logfiles
Online Support
FreePBX Support

Asterisk Irfo

Asterisk Phonebook
Backup & Restore
Custom Destinations
Custom Extensions
PHP Info

FreePBX

Help
FreePBX System Status
show all Processor
Load Average 0.12
‘ ‘ 107
[ERctive calls 1 Memory
Internal calls o | | AppMERER 39%
B c s 1| | Swap 0%
[T -tive channels 2| | Disks
FreePBX Connections I 1%
RSSO o (| 10%
[ | | dev/shm %
(PR | | Networks
athl receive 21.97KBls
‘ etho transmit 22.50 KBfs
aht receive 0.00 KB/s
0.00 KB/s

System Uptime: 30 wesks, 4hours, 16 minutes
Asterisk Uptime: 30 weeks, 4 hours, 15 minutes
Last Reload: 19 seconds

Ff& 6PBX Il;:,e dom

Ring™

Asterisk
Op Panel
MysQL
Web Server

SSH Server

aht transmit /

J

English

* FreePBX interface
= System Status
= Update Modules



FreePBX

FresPBX2.5.22 0n 7090.89.45

Setup. Tools

FreePBX System Status
Module Admin

Extensions
Feature Codes

Outbound Routes
Trurks
Administrators

Inbound Routes
Zap Channel DIDs
CallerlD Lookup Sources
Follow Me

IVR

Ring Groups

Time Conditions

Time Groups

Callback
Misc Applications
Misc Destinations
Music on Hold
System Recordings

eneral Settings

Admin  Reports | Panel  Recordings = Help

Asterisk Dial command options 3
Asterisk Outbound Dial command options

Extension Recording Override: Dissbled
Call recording format wav 2
Recording Location

Run after record

Ringtime Default: 15
Direct Dial Voicemail Prefix: >
Direct Dial to Voicemail message type: Unavailable =
Optional Voicemail Recording Gain:

Do Not Play "please leave message after tone” to caller o

Default Context & Pri from-internal context 1
Timeout/#-press default
Loop Exceed default
Timeout VM Msg

Max Loop VM Msg:
Direct VM Option

context dovm | exten 1

context dovm | exten 1
Std Instructions
Std Instructions
std Instructions

Msg Timeout 2
Msg Play: 1
Error Re-tries: 1

Find users in the Gompany Directory by: | last neme s
Announce Extension =
Operator Extension:

Extension of fax machine for receiving faxes sstem
Email address to have faxes emailed to fax@mydomain.com

Email address that faxes appear to come from: freepbx @gmail.com

Country Indications: | United States/ North America &
24-hour format: yes|2

Allow Anonymous Inbound SIP Calls?: no =

Check for Updates Yes

Update Email rswift@swiftstaffing.com

Submit Changes

FreePBX rm.com

Ring™

pri
pri

seconds
times

times

English

= Default settings
= Email for updates

= Don't allow
anonymous inbound
sip calls
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Inbound Trunk

MainMenu | X

™
FreePBX
A 4 W Admin  Reports = Panel = Recordings = Help

FreePBX2.5.2.2 on 70.90.89.45

Setup  Tools

FreePBX System Status
Ml Admin 2 Delete Trunk Vitelity-Inbound

Extensions WARNING: This trunk is not used by any routes!
Feature Codes

General Settings

Outbound Routes

Qutbound Galler ID: ROM<NPANXXNXXX>

Administrators
Never Override Caller|D:

Inbourd Routas Maximum Channels: 2

Zap Channel DIDs Disable Trunk: [ Disable
CallerlD Lookup Sources Manitor Trunk Failures:

Follow Me

IVR Outgoing Dial F
Ring Groups

Enable

English

Add Trunk
Trunk ZAP/g0

Trunk SIP/Vitelity-Ou

Settings from VOIP
Provider

DID Calleri
Peer Detalls

Registration string



utbound Trunk

ManMenu | X

FreePBX25.220n 70.90.89.45

Setup  Tools

FreePBX System Status
Module Admin

Extensions
Feature Codes
General Settings
Qutbound Routes

Administrators

Inbound Routes

Zap Channel DIDs
CallerlD Lookup Sources
Follow Me

IVR

Ring Groups

Time Conditions

Time Groups

C al
c |

di

(4}

D :'t_\ -v;{

@ Delete Trunk Vitelity-Outbound

In use by 1 route

Outbound Caller ID:
Never Override Caller|D:
Maximum Channels: 4

Disable Trunk: L Disable

Monitor Trunk Failures:

Dial Rules:

Ron<4107887011>

English
Add Trunk

Trunk ZAP/g0
Trunk SIP/Vitelity-In

[ Enable

= Peer call settings

= VOIP Provider
Specific

= No Register String



Inbound Route

i

FreePBX in

4 1LUC Admin  Reports | Panel | Recordings | Help

Setup Tools ) - i English B e e r I e S OW

FreePBX System Status

Medule Admin @ Delete Route Swift_Toll_Free Add Incoming Route U
Extensions

Feature Godes s . View User DIDs

General Settings View General DIDs

Qutbound Routes

e — Suift_ Toll_Free | View Unused DIDs
DID Number: ' l ‘ ,
Administrators RF “JTD“NE’ = SwiftTime a
aller umper: 8882138895 / any GID

CID Priority Route: O
Zap Channel DIDs

CallerlD Lookup Sources

Follow Me

IVR O
Ring Groups Alert Info

Time Conditions GID name prefix: . e I
e Music On Hold: Default 2 a I
Callback Signal RINGING: a

Misc Applications Pause Before Answer:
Misc Destinations

Music on Hold

= Fax Features

Fax Extension: FreePBX default 2

Fax Email:

| [ ]
Fax Detection Type: None ¢ . t I I D tI n tI n —
Pause After Answer:
Source: Callerid Superfecta ¢ Exte I l S I O I I I tl | I g
» Terminate Call: | Hangup g
Extensions: | <5001> Receptionist 2
» Voicemall: | <5001> Receptionist (busy) P , ,

® IVR: | swiftmain ¢

Submit  Clear Destination & Submit

FreePBX rrecion

Fimgr‘
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TeePBX
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FreePBX 2.5.2.2 0n 70.90.89.45

Setup . Tools

FreePBX System Status
Module Admin

Extensions
Feature Codes
General Settings

Trunks
Administrators

Inbound Routes
Zap Channel DIDs
CallerlD Lookup Sources
Follow Me

IVR

Ring Groups

Time Conditions

Time Groups

Callback

Misc Applications
Misc Destinations
Music on Hold
System Recordings

Edit Route

@ Delete Route Swift

Route Name:
Route Password:
Emergency Dialing:

Intra Company Route: «

Music On Hold?
Dial Patterns

Dial patterns wizards:
Trunk Sequence

Panel | Recordings

Swift | Rename

default ¢

|1800NXXXXXX
|1866NXXXXXX
187 7NXXXXXX
188BNXXXXXX
| LN XNXX XXX
| M NXOE
NXEXXXX

Outbound Route

Help

Clean & Remove duplic ates

(pick one)

0 [siPpvitelity-Outbound -

Submit Changes

Add

et

Ff& FSPB II;ree dom

Ring "™

English

Add Route

09 outside
3

= Dial plan

= Trun

k to use
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FreePBX
4 4 S Admin  Reports = Panel  Recordings  Help

FreePBX25.2.20n70.90.89.45

Setup . Tools

FreePBX System Status

Module Admin X X .
Please selact your Devica bslow then click Submit

Feature Codes

General Settings
ST Device GerericSIP Device 2
Trunks

Administrators
Submit

Inbound Routes
Zap Channel DIDs

CallerlD Lookup Sources ™ Let

Follow Me fjf-i'f'jPB Freedom
=

hii Ring

Ring Groups

Time Conditions

Time Croups

Callback

Misc Applications
Misc Destinations
Music on Hold

System Recordings

Extensions

English

Receptionist <5001>
Dean Swift <5003>
Michasl Jamison <5004>
Ron Swift <5005>
Tasha Turner <5006>
Kitchen <5007>

Dean Home <5103>
Michael - Home <5104>
Ron - Home <5105
Tasha - Home <5106>
Ron - SwiftTime <5205>

Don't use 70-79, 700-

99 or 7777

Add Generic SIP

Extension
Display name
Secret

Voicemail w/email

notification



Follow Me Feature

% 1

FreePBX A d d t E -

A L Admin  Reports = Panel ~ Recordings = Help . O X e n S I O n S
FreePBX25.2.20n 70.90.89 45

Setup  Tools : &

English 2

FreePBX System Status
Module Admin £ Edit Extension 5005 Receptionist <5001> (add)

Dean Swift <5003> (add)

Extensions Delete Ertries
Eatae Codoe Michael Jamison <5004> (edit) . a S Ca I I O O
General Settings Edit Follow Me Ron Swift <5005 (edit)

Outbound Routes Tasha Turner <5006 (edit)
Trunks

e Disable: = Kitchen <5007 (add) u u
Initial Ring Time: 0 2 Dean Home <5103> (add) m u t I e e V I Ce S
PR Ring Strategy: ringallv2 : Michas! - Home <5104 (add)
e Ring Time (max 60 sec) 20 [
CallerID Lookup Sources 9 Ron - Home <5105> (add)
Follow-Me List: 1043 Tasha - Home <5106> (add)
hil Ron - SwiftTime <5205> (edit) o
:I‘:ii::jim Extension Quick Pick (pick extengon) 2 ] I n S t r a t e
Time Groups Announcement: None s
wma] Play Music On Hold? default ¢
E=eck CID Name Prefix:
Miso Applications A e

Misc Destinations

T —— Confirm Calls:

[ ] [ ]
System Recordings Remote Announce: Default g .
Too-Late Announce: Default &

[} [ ] [}
| = Destination if no
Extensions: | <5001> Receptionist 2
» Voicemalil: | <5005> Ron Swift (unavail) &

IVR: swiftmain ¢

danswer

FreePBX fuecon

Ring™



IVR Digital Receptionist

L}
™
FreePBX ®
4 4 W Admin  Reports =~ Panel  Recordings = Help
FreePBX 2.5.2.2 on 70 90.88 45

Setup = Tools . English R n
FreePBX System Status ! ; ‘
Module Admin " Add IVR

Swiftmain

Extensions Delete Digital Receptionist Swiftmain

Feature Codes Used as Destination by 1 Object:

[ ]
General Settings .
Outbound Routes 3 n
Change Name swiftmain
Trunks

Announcement main_greeting/+

Administrators
Timeout 10

L}
Inbound Rotes Enable Directory @ .
Zap Channel DIDs VM Returnto IVR
CallerlD Lookup Sources Directory Gontext |defaui = ,
Enable Direct Dial «

Ring Groups Loop Before t-dest
Time Conditions Timeout Message | None &
Time Groups Loop Before i-dest O ,

Invalid Message | None &

Follow Me

Gallback

L} L}
Misc Applications Repeat Loops: |22
Music on Hold Ina ease Options Save Decrease Options

System Recordings

Terminate Call: | Hangup &

Return to IVR
Extensions: | <5001> Receptionis g .
t Voicemail: | <5001> Receptionig (unavail) &

Leastianktoremove 5 VIR [Swiftmain s

L}

Terminate Call: | Hangup = .

Retumto VR O ¢ Extensions: [<5001> Receptionist u I

Voicemail: | <5001> Receptionist (busy) ¢
IVR: | swiftmain

B Terminate Gall: | Hangup 2 D a
HeALmasive Extensions: | <5001> Receptionist 3

> Voicemail: | <5001> Receptionist (busy) g
IVR: | swiftmain s

Inarease Options Save Decrease Options

FreePBX frecion

Ring™



Sip Phone Setup

Ron Switt el @ @ {34 °F Tuejan12, 421 °M [§]

Account Name: [Ron

Registrar: [192.1e8.0102

User: [701

Password:

¥ More Options
Authentication Login: (701 |

Registration TimeoLt: [3600

Accounts

A AccountName  Protoccl Voice Mails Stat
Ron SIe 2/0(0/0) Reg ‘ 4 add ‘

Dialpad | Audio | Video | )

calls: 0 - Voice Mails: 2

Asteri 3 Ekiga

Use Soft or Har
Phones

eatures Vary
Server IP
Extension
Secret



Bells and Whistles

* Fax

* Integrate with CRM

* News and Weather Reporting
* Record Calls

* Wake up Calls

* Connect Multiple Locations

* Free Calls



I Summary

* Hosted and commercial options available

* Security is key as VOIP becomes more
widely used.

* Broadband — Comcast, FIOS, T-1

* Setup is simple with PBX in a Flash iso

* Phone, Router, and VOIP Provider

* Feature rich and cost effective system

* PIAF Without Tears - Reference

I * Plan your system



I Appendix
* SIP
I * DID
* POTS
* QOS
* POE
* Enum

* Orgasmatron
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